REFERENCES REGARDING THE COOPERATION, IN THE PEOPLE’S
REPUBLIC OF CHINA, WITH EXTERNAL SERVICE PROVIDERS IN TERMS OF

RECEIPT OF VISA APPLICATIONS FOR ROMANIA

\ A.l. General information:

Pursuant

to the provisions of Art.5 of Order n°652 of the Minister of Foreign Affairs of April

23" 2018 on the cooperation with external service providers in terms of receipt of visa
applications for Romania, this document details on the main elements that shallstand as basis,
in the receiving state, for the implementation of measures regarding the cooperation with
external service providers in terms of receipt of visa applications for Romania.

1. Gen
1.1.

1.2.

1.3.

eral framework:

In compliance with the provisions of Art.29' of Government Emergency Ordinance
n°194/2002 on the regime of aliens in Romania, republished, with subsequent
amendments and completions, the Embassy of Romania to the People’s Republic of
China (PRC) — contracting authority — intends to initiate the cooperation with
External Service Providers (ESP) in terms of the receipt of visa applications for
Romania, on the territory of the receiving state, for the submission of applications for
Romanian visas (hereinafter, the “applications™). In this respect, the contracting
authority hereby submits this call for tender, to the attention of the ESPs acting on
the territory of PRC.

The contracting authority is the Embassy of Romania in Beijing.

The diplomatic mission (contracting authority) and the Romanian Consular Posts in
the PRC (DM/CPs) are:

- the Embassy of Romania in Beijing;

- the Consulate General of Romania in Hong Kong;

- the Consulate General of Romania in Shanghai.

1.4.The target group of the ESPs that will take part in the selection procedure: External

1.5.

Service Providers that will receive applications for Romanian entry visas, authorized
to carry out their activity on the territory of the receiving state, with recognized
international experience, particularly in relation with Schengen member states.

The contracting authority receives offers for the provision of outsourced services
related to the receipt of visa applications exclusively on the territory of the People’s
Republic of China.

1.6. The period for the submission of offers is of 30 days from the date of communication

of this tender.

1.7.The contracting authority receives offers from the ESPs, for the opening of some

REFERENCES

Centres for the collection of Romanian visa application files, in the following cities
from PRC: Chengdu, Guangzhou, Wuhan, Xi'an and Shenyang.
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2. When launching the tendering procedure for visa ESPs authorized to carry out their
activity on the territory of the receiving state, for the purpose of assessing the
cooperation for the receipt of applications for Romanian visas, the principles of non-
discrimination, equal treatment, mutual recognition, transparency and
accountability shall be observed, as well as the following mandatory general criteria:

2.1. The opening of some Centres for the collection of Romanian entry visa application
files, in the cities listed in point 1.7., on the territory of the PRC, for an initial period
of 1 year from the date when a contractual cooperation is launched,

2.2.The receipt, by means of these Centres, of visa application files submitted by Chinese
citizens and/or residents/legally residing in the PRC, the registration of visa
applications exclusively through the External Portal for the facilitation of the visa
application process, eViza — http://eviza.mae.ro (or in any other information system
dedicated to this type of cooperation, made available to the ESPs, at any time, by the
Romanian side), the submission of the visa application files and of the travel
documents to the competent DM/CP, by means of the eViza External Portal, in view
of their validation, processing and resolving, the communication with the visa
applicants and, as the case may be, the establishment of appointments for an
interview and the collection and delivery to the holders, of the travel documents with
issued visas and of the informative sheets related to the terms of entry into Romania,
or of the the forms for the notification and motivation of visa refusals, subsequent to
the resolution of the visa applications;

2.3. ESPs are not allowed access to the the National Visa Information System, to the
eViza Internal Portal and they are not assigned duties related to the examination of
applications, the carrying out of interviews with visa applicants, taking decisions
regarding visa applications, the printing and affixing of visa stickers;

2.4. The additional service fees charged by the ESPs shall be proportional to the expenses
incurred by these providers for the performance of duties assigned to them and they
shall not exceed half of the fee corresponding to the processing of an application for
a short-stay visa;

2.5.The cooperation with the ESPs, under contract, does not exclude the possibility that
applicants lodge visa applications directly to the DM/CPs;

2.6. As regards the performance of their duties in relation to the protection of personal
data, ESPs shall prevent, at any time, any unauthorized reading, copying,
modification or deletion of such data, especially during the transfer of this data to the
Romanian competent DM/CP;

2.7. ESPs shall ensure that data is fully and properly encrypted, whether electronically or
physically transferred on an electronic storage device, from their premises where the
data is collected, to the DM/CPs;

2.8. ESPs shall physically send the visa application files and the applicants' travel
documents to the DM/CPs, in a secure manner.

2.9. Establishing a collaboration framework with the Embassy of Romania in Beijing, the
Consulate General of Romania in Hong Kong and with the Consulate General of
Romania in Shanghai, for the purpose of carrying out the required formalities.

REFERENCES

REGARDING THE COOPERATION, IN THE PEOPLE’S REPUBLIC OF CHINA, WITH EXTERNAL SERVICE PROVIDERS FOR THE RECEIPT OF VISA
APPLICATIONS FOR ROMANIA


http://eviza.mae.ro/

A.ll. Minimum requirements for the cooperation with External Service Providers in
terms of receiving visa applications for Romania:

3. Minimum requirements:

3.1.

3.2.

ESPs shall collect the personal data required to compile Romanian visa application
files, including, as the case may be, biometric identifiers, in compliance with the
applicable regulations, as well as for their submission, by means of a computerized
system, to the DM/CPs charged competent with the examination of and decision on
visa applications.

ESPs shall receivetravel documents, visa application forms and supporting
documents submitted by visa applicants and submit or deliver them to the competent
DM/CPs.

3.3.ESPs shall transmit the data in electronic form, using the External Portal for the

3.4.

facilitation of the visa application process, eViza — http://eviza.mae.ro (or by means
of any other information system dedicated to this type of cooperation, made available
to the ESPs, at any time, by the Romanian side). For the purpose of transmitting the
data by means of the eViza External Portal, ESPs shall notify to the Romanian
competent authority one or more e-mail addresses, which shall be exclusively used in
order to log into the Portal, in view of registration of electronic visa applications.
ESPs shall notify to the Romanian competent authority, without delay, any
modification of those e-mail addresses.

ESPs shall physically send the visa application files and the applicants' travel
documents to the DM/CPs, in a secure manner. If the encryption of data to be
transferred by electronic means from the ESPs to the DM/CPs is prohibited in the
PRC, the ESPs are not allowed to transfer the data by electronic means. In this case,
the DM/CP shall ensure that the electronic data is transferred physically in an
adequately encrypted form, on an electronic storage device, from the ESP, by a
consular officer; where such a transfer would require disproportionate or
unreasonable measures to be taken, in another safe and secure way, for example by
using established operators experienced in transporting sensitive documents and data
in the receiving state;

3.5.ESPs shall send the data to the DM/CPs, in the shortest time possible, as follows: at

least once a week — in the case of physically transferred data; in real time, upon each
registration of a visa application, in the case of data electronically transferred through
the eViza External Portal, or in the case of encrypted data transferred by any other
information system dedicated to this type of cooperation, made available to the
Centres, at any time, by the Romanian side.

3.6.ESPs shall delete the data immediately after its transmission® and ensure that the only

data that might be retained is the name and contact details of the applicant for the
purpose of appointment arrangements, as well as the passport number, until the return
of the passport to the applicant, as applicable.

N.B.: The transmission of data through the eViza External Portal excludes the need for storage of such data by
the external service providers;
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3.7.

ESPs shall process the personal data of visa applicants for Romania solely for the
purpose of processing this dataon behalf of the DM/CPs and shall apply the personal
data protection standards in line with the provisions of Regulation (EU) 2016/679 on
the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation).

3.8. As regards the performance of their duties in relation to the protection of personal

3.9.

3.10.

3.11. 1

3.12.

data, ESPs shall prevent, at any time, any unauthorized reading, copying,
modification or deletion of such data, especially during their transfer to the
Romanian competent DM/CPs;

ESPs shall take all the technical and organisational security measures required to
protect personal data against accidental or unlawful destruction or accidental loss,
alteration, unauthorized disclosure or access, in particular where the cooperation
involves the transmission of visa files and data to the DM/CP concerned, as well as
against any unlawful forms of personal data processing.

EPSs shall provide applicants for Romanian entry visas with information related to
the notification and information of personal data subjects, according to the
instructions received from the contracting authority.

n relation to the performance of their duties, ESPs have the following obligations as
regards the conduct of their staff:

e shall ensure that the members of their staff are appropriately trained;

e shall ensure that in the performance of their duties the members of their staff
receive visa applicants courteously; respect the human dignity and integrity of
applicants; shall not discriminate against persons on grounds of sex, racial or
ethnic origin, religion or belief, disability, age or sexual orientation, and that
they respect the rules of confidentiality which shall also apply once members
of staff have left their job or after suspension or termination of the contract
concluded with the Romanian competent authority.

ESPs shall ensure the identification of the members of their staff at all times.

3.13. ESPs shall prove that the members of their staff do not have criminal records and are

experienced in the receipt of visa applications for entry into European member states.

3.14. As regards the verification of the performance of their duties, ESPs shall:
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e ensure, at all times, the access of members of staff enabled by DM/CPs, to
their premises, without prior notice, in particular for inspections;

e ensure the possibility of remote access to their appointment systems for
inspection purposes;

e ensure the use of appropriate monitoring methods (pretending applicants; web
cameras);

e ensure access to proofs of compliance with data protection standards,
including reporting obligations, external audits and regular spot checks;

e report to the DM/CP concerned, without delay, any security breaches or any
complaints from visa applicants on data misuse or unauthorized access to data
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and coordinate with the DM/CP concerned in order to find solutions and give
prompt explanatory responses to complaints received from visa applicants;

X report to the DM/CP concerned, without delay, any irregularities identified in
relation to any documents that draw up visa application files.

3.15. In the performance of their duties, ESPs shall:

X act in strict accordance with the instructions of the DM/CP concerned with
regard to the processing of visa applications;

X adopt appropriate anti-corruption measures (provisions on staff remuneration;
cooperation in the selection of staff members employed on the task; two-man
rule; principle of rotation of staff);

X verify the conformity of visa application files;

X observe all the contractual provisions .

B. Description — The contracted services:

4. Detailed description of the contracted services:

The ESPs receive visa applications for Romania submitted by third-state nationals subject to
the Romanian visa requirement — Chinese citizens, third-state nationals who reside / are legally
present in the PRC, except for applications for Romanian visas submitted by holders of official
“Public Affairs” passports, which will continue to be submitted to the DM/CPs of Romania in
the PRC.

The ESPs receive visa applications for Romania at the Centres located in the cities from the
PRC mentioned at point 1.7.; ESPs physically and electronically send the visa applications to
the DM/CPs; collect the travel documents with issued visas and informative sheets related to
the terms of entry in Romania from the DM/CPs or, as the case may be, the travel documents
and the forms for the notification and motivationof visa refusals; hand over the travel
documents with issued visas or, as the case may be, the travel documents and the forms for the
notification and motivation of visa refusals, to visa applicants; provide the other services
specified hereinafter.

4.1. Informing visa applicants about the application procedure for Romanian visas:

4.1.1. ESPs shall disseminate on the web pages of the Centres, on their notice boards
and by any other public means of information, the information previously
approved by the contracting authority, with regard to the Romanian legal
framework and the procedures related to the issuance of Romanian visas, to
the application procedure for Romanian visas, the supporting documents
necessary for the submission of Romanian visa applications, the conditions
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4.2.
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4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.1.7.

under which third country nationals are exempt from the obligation to obtain a
Romanian visa, the processing fees for Romanian visa applications, any other
information in the field, as well as with regard to the fees charged by the
ESPs, additional services provided by the ESPs and the corresponding fees.

ESPs shall inform the applicants for Romanian visas of the means of obtaining
an appointment, if applicable; the place where the visa applications can be
submitted (DM/CPs, ESP Centre); the affixing by Romania of the stamp
indicating that a visa application is admissible; the examination deadlines for
Romanian visa applications; the third countries whose nationals must obtain
an invitation approved by the General Inspectorate for Immigration of the
Ministry of Internal Affairs (IGI-MAI); the fact that the visa refusal must be
communicated to the applicant, stating the reasons for such a decision and that
the refusal of the Romanian short-stay visa cannot be contested, as well as
information related to the procedure to be followed for appeals in the case of a
decision to refuse a Romanian long-stay visa, the fact that holding a visa does
not automatically grant the right to enter Romania and that the holders of
Romanian visas are required to submit the proof that they meet the entry
conditions at Romanian Border Posts, in line with the Romanian legislation in
force.

ESPs provide applicants for Romanian visas with information related to the
processing of personal data.

ESPs reply to any requests for information related to the issues laid down in
paragraphs 4.1.1., 4.1.2. and 4.1.3., by telephone, by e-mail and in writing.

ESPs offer applicants for Romanian visas the possibility to know the status of
their applications, without making their personal data public.

ESPs shall make available to the public, information related to their working
hours and work regime, on the webpages of the Centres, on their notice boards
and by any other means.

ESPs shall make available and hand over to the applicants for Romanian visas,
free of charge, Romanian visa application forms.

The receipt of visa applications at the Centres:

4.2.1.

4.2.2.

4.2.3.

ESPs shall open Centres or receive applications for Romanian visas in Centres
with appropriate size and capacity for the particular needs of each city in the
PRC (according to point 1.7.) where they operate.

ESPs shall make appointments for visa applicants to submit their applications
at the Centres or, if necessary, at the competent DM/OC of Romania, as well
as for the consular interview at the competent DM/CP, whenever requested.

Upon submission of an application for a Romanian entry visa, the ESP shall
identify the applicant based on the presented travel document and, as the case
may be, the person empowered to submit the visa application — in case the
contracting authority allows the submission of applications by empowered
persons.
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4.2.4. Upon submission of an application for a Romanian entry visa, the ESP shall
verify the travel document presented by the applicant, to make sure that it
observes the legal requirements.

4.2.5. Upon submission of an application for a Romanian entry visa, the ESP shall
verify the visa application form, to make sure that the information provided is
correct and complete, that the form is properly dated and signed by the
applicant and that the photograph/photographs meet(s) the legal requirements
and the ICAO standards set out in the Community Code on Visas® (CCV).

4.2.6. Upon submission of an application for a Romanian entry visa, the ESP shall
verify the supporting documents submitted by the applicant, to make sure that
they are compliant with the provisions of Romanian legislation in force.

4.2.7. Upon submission of an application for a Romanian visa, the ESP shall verify
the travel medical insurance presented by the applicant, to make sure that it
meets the requirements.

4.2.8. Upon submission of an application for a Romanian visa, the ESP shall ensure
that third-state nationals who are family members of EU/EEA/Swiss
Confederation citizens, submit visa applications according to the legal
framework setting out the visa regime for this category of third-state nationals
and that the visa application forms they submit are properly filled-in, signed
and dated.

4.2.9. Upon receiving an application for a Romanian visa, the ESP shall fill-in a list
of supporting documents submitted in the application file, highlighting any
deficiency identified in relation with those documents and/or the entire
application. The visa applicant shall sign the above mentioned list.

4.2.10. Pending files: Upon submitting an application for a Romanian entry visa in
relation to which the ESP has identified some deficiencies, the ESP shall hand
over the list of such deficiencies to the applicant, informing them that they
benefit from a grace period of 5 days from the date of submission, for the
rectification of such deficiencies. At the same time, the applicant shall be
informed verbally and in writing that if the identified deficiencies are not
corrected throughout the grace period, the visa application will be physically
transmitted to the competent DM/CP, for resolution and the decision on the
application will be based on the elements submitted initially. Moreover, the
applicant shall be informed verbally and in writing that if the visa application
is refused, the visa processing fee is not reimbursed.

4.2.11. Pending files: Upon submitting an application for a Romanian entry visa in
relation to which the ESP has identified some deficiencies, after informing the
applicant of the grace period of 5 days mentioned at point 4.2.10., the ESP
shall process and submit the application to the competent DM/CP, through the
eViza External Portal, stating that additions from the applicant are expected
within this time interval. Furthermore, the ESP shall physically transmit the
visa application to the competent DM/CP. When the applicant returns to the
ESP Center in order to correct the deficiencies, the ESP shall send to the
competent DM/CP an additional envelope with the documents/proofs added
to the application.

® Regulation (EC) n0.810/2009 of the European Parliament and of the Council of 13 July 2009, establishing a
Community Code on Visas (Visa Code), with subsequent amendments and additions;
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4.2.

4.2.

4.2.

12.

13.

14.

Upon receiving each application for a Romanian entry visa, the ESP shall
establish the processing fee based on the type of visa requested (a C or a D
visa), in strict compliance with the provisions of the Romanian legislation on
consular fees and, as the case may be, based on the provisions of the
Agreements concluded between the European Union and third states on the
facilitation of the issuance of visas. After receiving the visa application from
the ESP, the competent DM/CP is entitled to request the
amendment/correction of the visa fee charged by the ESP. In this case, the
ESP must take the required measures to respond to the request of the DM/CP.

Upon receiving each application for a Romanian entry visa, the ESP shall
attach an envelope to each physical application, in which the competent
DM/CP shall return to the ESP the applicant’s travel document with the
affixed visa sticker and with the information sheet related to the terms of entry
into Romania, or, as the case may be, the applicant’s travel document along
with the form for the notification and motivation of the visa refusal.

Upon receiving an application for a Romanian entry visa, the ESP shall inform
the applicant about the estimated term for a decision on their application.

4.3. Processing fees collected for applications for Romanian entry visas at ESP
Centres:

44.
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4.3.1.

4.3.2.

4.3.3.

ESPs shall collect and transfer the visa processing fees to the competent
DM/CP;

ESPs shall collect the visa processing fees in the amount provided for by the
applicable Romanian and European legal framework, in EUR, or in the
currency of the receiving state, according to the instructions received from the
contracting authority.

ESPs shall reimburse the visa processing fees to the applicants, when such a
decision is taken by the competent DM/CP, according to the instructions
received from the contracting authority.

The transfer of visa processing fees from the ESP to the DM/CPs:

44.1.

442,

4.4.3.

4.4.4.

ESPs shall transfer, on a daily basis, the collected visa processing fees to the
bank account and in the currency specified in the contract.

At the end of each working day, the ESP shall inform the DM/CP of the total
amount of visa processing fees collected that day, indicating the number of
applications for which the fees have been collected and the number of
applications processed free of charge as per the law.

At the end of each working day, DM/CPs shall inform the ESP about the total
amount of the fees collected for the processing of visa applications submitted
to the DM/CPs that day, as well as about any change in any individual fee,
should the case be.

Whenever necessary, the DM/CP(s) shall communicate the amount of the visa
fee, to the ESP(s).
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4.5.

4.6.

4.7.
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Service fee:

4.5.1. The ESP may collect from Romanian visa applicants who apply for visas at
the Centres, a service fee according to Art.17 of the CCV.

4.5.2. The additional service fee shall be proportionate to the costs incurred by the
ESPs in the performance of their tasks and it shall not exceed half of the
amount of the visa processing fee.

4.5.3. The service fee shall be specified in the contract and shall not be modified
during its enactment thereof.

The electronic transmission of the data related to applications for Romanian
visas, from the ESP Centres to the competent DM/CPs:

4.6.1. ESPs shall send the data related to applications for Romanian visas (the data in
the visa application forms and scanned copies of the supporting documents,
for each application) received from the applicants, to the competent
DM/CP(s), in electronic form, through the eViza External Portal —
http://eviza.mae.ro (or by means of any other information system dedicated to
this type of cooperation, made available to the ESPs, at any time, by the
Romanian side).

4.6.2. For the purpose of registration and transmission of the data by means of the
eViza External Portal, the ESPs shall notify to the Romanian competent
authority one or more e-mail addresses, as well as the IP addresses which will
be used exclusively for logging into the Portal in view of registration of
electronic applications.

4.6.3. ESPs shall make sure and guarantee that the data registered by applicants in
the visa application forms, the data collected form the travel documents of the
applicants and the copies of the supporting documents are correctly and fully
filled-in in each visa application submitted electronically through the eViza
External Portal.

4.6.4. If the competent DM/CP does not validate an application submitted through
the eViza External Portal by the ESPs and sends it back to the Centre, for
completions/amendments/corrections, the EPSs shall take all necessary
measures to return said electronic visa application in the shortest time
possible, but not later than 24 hours, in a complete and correct form.

The delivery of application files for Romanian entry visas from the ESPs to the
competent DM/CP:

4.7.1. ESPs shall physically deliver all visa applications received at the Centres —
application forms, photographs of the applicants, supporting documents and
travel documents — in sealed envelopes, to the competent DM/CP, at least once
a week and, as a general rule, daily, in the morning following the working day
in which the applications are received at the Centres, before the beginning of
the working hours of the Consular Offices.

4.7.2. The application files for entry visas to Romania will be received at the
competent DM/CP based on the list of contents and the accompanying
documents prepared by the ESPs.
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4.8.

4.9.

REFERENCES

4.7.3. Upon transportation of the application files for entry visas to Romania, the
ESPs implement adequate measures to ensure, at each transport, the
prevention of them being lost, stolen or accessed without an authorization.
The transportation of all documents shall be performed in secured, fireproof
and watertight containers and which do not allow unauthorized access.

Requesting additional documents and deliverying such documents to the
competent DM/CP:

4.8.1. Upon request from the competent DM/CP, as well as for the pending files —
according to paragraphs 4.2.10. and 4.2.11., ESPs shall request documents
and/or additional proofs from visa applicants, collect and deliver them to the
DMI/CP that examines those applications.

4.8.2. ESPs shall not charge any additional fee from visa applicants when receiving
and delivering the documents/proofs specified in paragraph 4.6.1.

The delivery of decisions related to Romanian visa applications , from the
competent DM/CP that decided upon the application/applications, to the visa
applicants:

4.9.1. Subsequent to the completion of the examination and decision procedure
related to visa applications, ESPs shall collect from the competent DM/CP, the
travel documents, as well as any other documents to be returned to the
applicants and, in case of visa refusals, the forms for the notification and
motivation of such refusals, in view of returning them to the applicants.

4.9.2. The DM/CP that examine the visa applications received through ESPs shall
send the decisions regarding those applications and the afferent travel
documents to the ESPs, in the envelopes indicated in point 4.2.13. The
envelopes thus transmitted shall be sealed and the ESPs are oblidged not to
open them under any circumstances.

4.9.3. The sealed envelopes specified under paragraph 4.7.1. shall be handed over by
the DM/CPs to the ESPs, at the premises of the DM/CPs, based on a list of
contents and on the appropriate accompanying documents prepared by the
ESPs, at the premises of the DM/CPs.

4.9.4. ESPs shall transport the above mentioned sealed envelopes from the premises
of the DM/CPs, to the premises of the ESP Centres.

4.9.5. During each transportation of the above mentioned sealed envelopes, ESPs
shall take the appropriate measures to prevent their loss, theft, unauthorized
access and shall guarantee the inviolability of the sealed envelopes containing
visa applicants' travel documents and the decisions regarding each application
for a Romanian visa received at the ESP Centres.

4.9.6. Visa applicants' travel documents and the decisions regarding the applications
for Romanian visas returned to the ESPs shall be handed over by the ESPs to
visa applicants or, as the case may be, to the persons empowered by the visa
applicants, in the individual sealed envelopes delivered by the DM/CPs.

4.9.7. When the ESPs hand over to the visa applicants the individual sealed
envelopes containing the travel documents and the decisions regarding their
visa applications, the ESPs shall identify each and every person who receives

10

REGARDING THE COOPERATION, IN THE PEOPLE’S REPUBLIC OF CHINA, WITH EXTERNAL SERVICE PROVIDERS FOR THE RECEIPT OF VISA
APPLICATIONS FOR ROMANIA



4.9.8.

4.9.9.

4.10.

4.10.1.

4.10.2.

4.10.3.

4.11.

411.1.

REFERENCES

a sealed envelope, in order to make sure that they are indeed the visa applicant
in question and shall request signed confirmation of the receipt of the
envelope.

- For Romanian short-stay visas: ESPs shall inform visa applicants to whom
sealed envelopes are handed over, that, if the envelopes contain the travel
documents and the forms for the notification and motivation of short-stay visa
refusals,, applicants are required to sign those forms and to return a copy
thereof, in a sealed envelope, to the ESPs, in view of transmitting them to the
DM/CP that took the decision. In this respect, the ESPs shall equip their
Centres with photocopiers and hand over to visa applicants, envelopes where
the latter shall insert copies of the aforementioned forms. Without accessing
the contents of the envelopes, these shall be sealed in front of the visa
applicants and shall subsequently be delivered to the DM/CP that took the
decision, the next morning.

- For Romanian long-stay visas: In case of refused long-stay visa applications
for Romania, DM/CPs shall write on the sealed envelopes that contain the
travel documents and the forms for the notification and motivation of visa
refusals, that the envelopes comprise such forms and that the ESPs must make
sure that the refusal forms are signed by the applicants. The ESPs shall make
sure that visa applicants sign the forms for the notification and motivation of
the refusal of long-stay visas. The ESPs shall seal the envelopes in front of the
applicants and, the next morning, shall return a copy of the refusal forms with
the signature of each applicant, in sealed enveloped, to the DM/CP that took
the decision.

If the sealed envelope is not picked up by the visa applicant, from the ESP,
within 14 days, the ESP shall contact the applicant and inform them that the
envelope containing their travel document and the decision regarding their
Romanian visa application will be returned to the DM/CP that has examined
the application, and that the applicant is required to directly go to the premises
of that DM/CP, in order to pick up the envelope.

Additional services for a fee provided by the ESP:

In addition to the services listed under the previous paragraphs, the ESPs may
provide additional services for a fee, at their Centers, which in their nature are
not an ordinary part of the procedure for the submission of visa applications
and charge a fee for these services, in an amount that is justified.

The provision of these additional services shall not result in the visa applicant
being favoured in relation to their application.

Any additional services shall only be provided after having obtained the
approval of the contracting authority.

Non-exhaustive list of allowed additional services and the conditions
under which they are provided by the ESPs:

Filling in of printed and/or electronic forms other than the forms usually
required for a visa application or for a visa application lodged via the eViza
External Portal, or via any information system made available to the ESPs, at
any time by the Romanian side. The ESPs shall not charge any additional fee
for filling-in visa application forms and for filling-in electronic forms via the
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4.11.2.

4.11.3.

4.11.4.

4.11.5.

4.11.6.

411.7.

4.11.8.

4.11.9.

4.11.10.

5.1.

5.1.1.

REFERENCES

eViza External Portal, or via any other information system made available to
the ESPs, at any time, by the Romanian side.

Copying, printing of documents.

Taking of photos of visa applicants and printing these photos that shall be
added to the applications for Romanian visas.

Sending SMS notifications on the status of an applicant’s visa application.

Sending to visa applicants, by courier, , with acknowledgement of receipt,
sealed envelopes containing the travel documents and the decisions regarding
the applications for Romanian visas (including, where applicable, the
information sheet releated to the terms of entry into Romania or the form for
the notification and motivation of a visa refusal.

For the service referred to under paragraph 4.11.5., ESPs shall make sure they
receive an acknowledgment of receipt, which will be communicated to the
DMI/CP, on the morning of the following day, in order to be enclosed to the
visa application file, especially for situations where the form for the
notification and motivation of a visa refusalis not signed by the applicant.

Providing the Romanian visa applicants with a reception room with additional
services (VIP services). The visa applications of third-state nationals who
benefit from VIP services shall not be processed/examined with priority.

Conclusion of travel medical insurances at ESP Centres. When receivinf
Romanain visa applications, ESPs are not allowed to exclusively accept travel
medical insurances concluded at ESP Centres.

The information provided by the ESPs on the additional services they provide
shall comprise clear details on the non-mandatory nature of these services. The
list of additional services and the related fees shall be separated from the list of
mandatory taxes (visa processing fee and service fee).

ESPs can also legally provide other services not related to the receipt of visa
applications on the territory of the receiving state only if these services do not
interfere with and have no impact on the receipt of applications for Romanian
visas and on the reputation and image of Romania and of the contracting
authority. The provision by the ESPs of any additional services carrying a
political message is forbidden.

Requirements for the provision of services at ESP Centres:
Features of services provided by ESPs:

The premises of the ESP Centres must be sufficiently spacious and equipped
with ventilation, heating and air conditioning systems, in order to ensure that
applicants for Romanian visas are treated appropriately and in a manner that
safeguards their confidentiality. The waiting time for an applicant at ESP
Centres should be as short as possible. The ESP Centres must be equipped
with waiting areas and sufficient chairs for applicants.
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5.1.2.

5.1.3.

5.1.4.

5.1.5.

5.1.6.

5.1.7.

5.2.

The ESP Centres must provide sufficient space to display relevant information
on the application procedure for the entry visa to Romania (minimum 5 square
meters).

Each ESP Centre must ensure the safe storage of the collected documents in a
dedicated room (*'strong room").

ESP Centres must be equipped with facilities for the elderly, for families with
children and disabled persons, and these facilities must be available to any
applicant in these categories who wants to benefit from them. If necessary,
visa applicants in these categories should be able to be received at a dedicated
counter.

ESPs shall provide appropriate access for all categories of applicants,
including special facilities, where appropriate (e.g. access for disabled
persons).

The members of staff of ESP Centres shall be trained and motivated to provide
quality services in observance of human dignity, following the principles of
non-discrimination and equal treatment.

The data received by the ESPs from the Romanian visa applicants upon
submission of their applications will be treated confidentially, in line with the
provisions of the personal data protection regulatory framework, including
after the termination of the employment relationships between the ESP staff
and the ESPs.

Accessibility of services:

5.2.1. Providing information to visa applicants:

5.2.1.1. The ESP web page / web pages is / are available and accessible 24/7;

any deficiencies shall be remedied as soon as possible by the ESP.

5.2.1.2. The ESP shall provide telephone information on every working day,

and the waiting time to discuss with an ESP representative must not
exceed 2 minutes.

5.2.1.3.  The requests for information submitted by visa applicants via e-mail

will be answered no later than the day after the receipt of such request.

5.2.2. ESP Centres working hours:

REFERENCES

5.2.2.1. ESP Centres will be open for receiving applications for Romanian

visas and for handing over sealed envelopes with the decisions
regarding visa applications, on each working day, for a number of
hours of public access, during which all visa applications submitted
shall be received and managed. The receipt of applications and the
returning of envelopes containing the decisions on the applications
shall be handled at separate counters, so as not to interfere with each
other.
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5.2.2.2.  No more than 5 working days are allowed between the ESP scheduled

appointment for the submission of a visa application, and the time
when the applicant arrives at the ESP site.

5.2.3. Visa fees, service fees and additional service fees applied by the ESPs:

5.3.

5.3.1L

5.3.2.

5.3.3.

5.3.4.

REFERENCES

5.2.3.1. The ESP guarantees that all charged fees (visa fees, service fees,

additional service fees) can be paid at the ESP Centres, both cash and
by card.

5.2.3.2.  The service fees related to card payments are paid by the ESPs when a

bank card is used by a visa applicant to pay any of the above fees.

5.2.3.3. ESPs can offer visa applicants the possibility of paying the above

mentioned fees by bank transfer. Visa applicants shall pay for banking
services whenever this option is used.

5.2.3.4.  Except for visa processing fees, the ESPs may request full or partial

payment of services and additional services fees at the time a visa
applicant makes an appointment at an ESP Centre. The ESPs shall
manage the collection and handling of the fees they charge for their
services.

5.2.3.5. In each case, the ESPs shall issue receipts to visa applicants for the

payment of fees. The receipts issued by the ESPs shall clearly and
separately indicate the visa processing fee, the service fee and the
additional service fee.

Staff of the ESPs:

When recruiting their staff, ESPs shall make sure that their staff members are
sufficiently competent to carry out their work at the Centres and / or that they
are able to properly acquire knowledge after training. Prior to staffing, ESPs
shall make sure that the persons they intend to recruit do not have a criminal
record. Also, ESPs shall check their criminal records on a regular basis to
ensure that staff members do not have criminal record entries during their
work.

ESPs shall ensure that their staff members are properly trained so that they can
carry out their work efficiently and professionally. Whenever necessary, upon
request of the ESPs, the contracting authority will train the ESP staff (train the
trainers) so that these are also able to train other ESP members of staff,
regarding the legislation and the procedures for obtaining entry visas to
Romania.

ESPs shall ensure that all members of their staff receive security and first-aid
training and that they have at least basic knowledge on the prevention of fraud
and corruption.

ESPs shall implement appropriate anti-corruption measures in relation to their
staff (e.g. sufficient remuneration, staff rotation).
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5.4.

5.4.1.

5.4.2.

5.4.3.

5.4.4.

5.4.5.

5.5.

5.5.1.

5.5.2.

5.5.3.

5.5.4.

5.5.5.

5.5.6.

5.5.7.

REFERENCES

Specific equipment and technical facilities at ESPs:

The services of ESPsare provided using the ESP Centres hardware and
software, except for visa application forms and for the eViza External Portal
or any other technical solution made available to the ESPs by the Romanian
side.

DM/CPs of Romania shall not provide ESPs with other pieces of technical
equipment necessary for the collection of applications for Romanian visas.

ESPs shall comply with quality standards, such as ISO9001 or similar
standards.

The IT systems used by the ESPs must ensure maximum security for the
collected data, with the implementation of appropriate cyber security
measures.

Areas for working with the public at ESP Centres must be equipped with
Internet back-up systems and uninterruptible power supplies (UPS, generator
etc.) in order to ensure the activity is resumed in less than one hour in the
event of a fault.

Data security and deletion:

The ESP guarantees that the data of applicants for Romanian visas is protected
against any unauthorized access, that the integrity of data is ensured, that any
unauthorized modification and deletion is prevented until they are transmitted
to DM/CPs.

The ESP makes sure that their IT systems are organized and operated in such a
way that all data from each application for a Romanian visa is protected
against intentional, accidental or unauthorized access, transmission,
modification, deletion or loss.

The ESP guarantees that its IT systems maintain appropriate logs so that the
persons/users who have accessed the data can be identified at any time.

The ESP guarantees that they do not retain and / or store the data contained in
the applications for Romanian visas which is submitted to its Centres.

The ESP shall delete the data of Romanian visa applicants for which
appointments have been established, within 7 days after the scheduled
appointment date.

The signatures of the applicants for Romanian visas, that certify the receipt of
the envelopes that comprise the travel documents and the decisions on their
visa applications, as well as the receipt confirmations of the envelopes sent by
courier with a fee, are sent to the competent DM/CP responsible for handling
the applications and are not stored at the premises of the ESP.

The ESP shall delete the electronic messages by which interested persons
request information from the ESP regarding the visa regime for Romania and
the responses of the ESP to such messages, within 90 days from the date the
request was received.
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5.5.8.

5.6.

5.6.1.

5.6.2.

5.7.

5.7.1.

5.7.2.

5.7.3.

5.7.4.

5.8.

5.8.1.

5.8.2.

REFERENCES

Replacement of data of the applicants for Romanian visas by other symbols
that anonymize them is not allowed instead of deletion.

Physical security at the premises of the ESP:

The ESP makes sure that the security equipment from the Centres and the
security rules implemented within the Centres, guarantee protection against
various potential attacks, depending on the local security situation, against
possible security incidents that may pose a risk to persons located at the
premises of the Centres and that they ensure the inviolability, integrity and
protection of information and documents processed by the Centres.

The ESP is responsible for the protection of visa applications in their entirety
(application forms, documents, travel documents, data of applicants) for the
entire period during which they are located at the headquartes of the Centres,
as well as on the transfer routes from the Centres to DM/CPs and vice versa.

The obligation of ESPs to notify DM/CPs:

ESPs have the obligation to immediately notify DM/CPs in case of any events
or incidents, including security and cyber-security incidents which may pose a
risk to the persons located at the premises of the Centres, in relation to the
inviolability and the integrity of the submitted visa applications in their
entirety, to the data of data subjects, including, where appropriate, their
biometric data stored at the ESPs or, should the case be, in their IT systems, ,
or any incidents that might prejudice the correctness of the process of
receiving the applications.

As a general rule, the notifications provided under paragraph 5.7.1. shall be
forwarded to the DM/CPs via email. If the incident occurs outside of DM/CPs
working hours, the ESPs shall notify the incident both by email and by phone.

ESPs have the obligation to submit regular reports to the DM/CPs, on
complaints received by ESPs from visa applicants, with regard to the services
provided, including in relation to the processed data, along with the
presentation of the methods by which the shortcomings have been remedied,
the methods through which the claimants were provided with answers and the
follow-up measures implemented by the ESPs.

ESPs have the obligation to immediately answer to all requests received from
the DM/CPs in relation to the services provided, but no later than the second
working day prior to the day when the requests from the DM/CPs are received.

Monitoring obligations of the ESPs:

ESPs monitor on a permanent basis the activity of their Centres to ensure that
the activity is conducted accurately and in accordance with legal provisions
and with the recommendations of the DM/CPs. In carrying out the monitoring
of their Centers, ESPs implement appropriate measures, such as the use of
video and web cameras and, if necessary, visa applicants testing the activity.

ESPs are responsible for establishing and implementing rules and procedures
for internal control.
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5.9.

5.90.1.

5.9.2.

5.9.3.

5.9.4.

5.9.5.

Duties of the DM/CPs in relation to monitoring and inspecting the ESP
Centres:

The members of the authorized personnel of the contracting authority and of
the DM/CPs are entitled to request and to be granted access to the ESP
premises without prior notice, in order to carry out inspections.

The members of the authorized personnel of the contracting authority and of
the DM/CPs are entitled to request and to be granted unrestricted access to the
information processed and recorded in the IT systems of the ESPs used for the
provision of services in connection with the receipt of applications for
Romanian visas.

The members of the authorized personnel of the contracting authority and of
the DM/CPs are entitled to request and to be granted access to the documents
of the ESPs that certify their alignment with the requirements of the legislation
in the field of personal data protection, the obligations of reporting to
DM/CPs, the conduct of audit missions and specific inspections.

The members of the authorized personnel of the contracting authority and of
the DM/CPs are entitled to request and to be granted access to any information
regarding the services provided by the ESPs, including, if necessary, acces to
logs and security video recordings of the ESPs.

ESPs shall enable the contracting authority and the DM/CPs to remotely
access the appointment system implemented and used by the ESPs, if the ESPs
provide the service of scheduling appointments of the visa applicants to appear
before the Romanian DM/CPs.

6. The organization of cooperation between the contracting authority, the DM/CPs
and the ESP:

6.1.1.

6.1.2.

6.1.3.

6.1.4.

REFERENCES

The contract to be concluded between the contracting authority and the ESP
shall include a suspension clause and, subsequently, a termination clause, in
case of violation of the established rules, if any irregularities (false/forged
documents, incomplete documents, insufficient data, unjustified refusal to
come to an interview etc.) are identified in 5% of the visa application files
received by the ESP and if 1% of the holders of visas obtained following the
receiving of application files by the ESP unlawfully leave the territory of
Romania, exceed the legal period of stay granted by the issued visas or use the
visas for purposes other than those for which they were applied for;

The ESP, the contracting authority and the DM/CPs fully comply with the
provisions of the contract, which shall also comprise a review clause intended
to ensure that it reflects best practices.

No later than 3 weeks before the date of entry into force of the contract, the
ESP has the obligation to notify to the contracting authority, the email
addresses that the ESP will use to register the data from the applications for
Romanian visas, in the eViza External Portal.

The contracting authority, the DM/CPs, and the ESP shall designate contact
persons and substitutes and shall exchange contact data (telephone, email) no
later than the date of entry into force of the contract. With the help of these
persons, cooperation shall be established and any routine problems
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encountered and other issues arising during the enactment of the contract shall
be solved.

6.1.5. Any possible issues arising during the enactment of the contract, in the
provision of the contracted services and / or in the relationship between the
DM/CPs and the ESP shall be solved by email, telephone and, if necessary, by
organizing meetings at the DM/CPs or at the ESP premises.

6.1.6. The contracting authority, the DM/CPs and the ESP will hold regular
meetings, at least every three months, attended by their representatives, during
which elements related to the contracted services shall be discussed. The
discussions shall be carried out in English and shall be recorded in minutes
prepared by the ESP and reviewed by the contracting authority and the
DM/CPs.

6.1.7. On a monthly basis, the ESP shall submit to the contracting authority and to
the DM/CPs a report on the activity carried by the ESP Centres during the
previous month, and shall submit it by email, including the following details
for each Centre:

- the number of applications for Romanian visas submitted to the ESP Centres
and transferred to the DM/CPs;

- the total amount resulting from the visa processing fees, of the service fees
and of the additional service fees;

- details on the complaints addressed to the ESP, along with the solution for
solving these complaints, the answers provided and follow-up;

- details on the security incidents that have occured, along with the solution to
solve these incidents and follow-up.

7. Personal data protection:

7.1.1. ESPs must observe the principles of personal data protection by strictly
complying with the provisions of the GDPR, must observe the confidentiality
of information and personal data that they have access to and they process
during the execution of the contract to be concluded and shall not process this
data for purposes other than the fulfillment of the contractual obligations.

\ C. Qualification criteria for ESPs:

1. The capacity of the ESPs to carry out their professional activity:

i. A company authorized to carry out its activity in accordance with and
in compliance with the local legislation on the provision of visa
application outsourcing services - the evidence of authorization is
mandatory;

ii. If the company subcontracts services for the enactment of the contract,
it must prove the authorization of the subcontractors and to bring
evidence that all obligations that arise from the contract concluded
with the DM/CPs are properly included in the contents of the contract
concluded between the ESP and the subcontractor;

iii. Previous experience of working with Diplomatic Missions / Consular
Posts of Schengen Member States on the operationalization of visa
application collection Centres - proof of the existence of at least two or
three ongoing or completed contracts shall be submitted;

iv. Recommendation from at least three contractors (competent authorities
of Schengen Member States or contacting Diplomatic Missions /
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Consular Posts of Schengen Member States) that shall certify the
proper fulfillment of contractual clauses, the competency of the ESPs
in meeting and carrying out their obligations, as well as their
appropriate professional conduct.

2. Economic and financial situation:

For the selection of ESPs, the contracting authority shall verify the financial potential of each
ESP that partakes in the procedure, which must reflect their actual ability of executing the
contract and of solving any difficulties related to its execution and, if their offer is declared as
successful, that there is no conflict of interest, followed by the verification of the company's
solvency and reputation, including the necessary licenses, the registration with the trade
register, the articles of incorporation and the statute, bank contracts, as well as:

i. The average global turnover throughout the last 3 (three) years;

ii. Relevant documents: the balance sheet or balance sheet excerpts
registered with the competent tax authorities, an audit report, should
the case be, or any other equivalent documents.
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